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Concerns regarding data brokers

Massive quantities of sensitive, personal information held
with hundreds of brokers, increasing risk of data breaches

Most consumers do not know this collection and sale is
happening

This data gets sold to many other entities, including entities
that could use your data in ways you may not want it to be used




CalPrivacy just launched DROP - the
Delete Request and Opt-Out Platform.

\

DROP allows you to

request the deletion of
your personal e
information from all [
registered data brokers.

Scan the QR code to the
right or go to the link
below to get started.

Sign up at

privacy.ca.qov/
DROP



https://privacy.ca.gov/drop/
https://privacy.ca.gov/drop/

STEP STEP 2 STEP 3

©

=4

Verify your eligibility Create your profile Submit your request




Step 1: Verify your residency

To be eligible to submit a
deletion request, you must
be a California resident.

To verify you are a
California resident, you
can use your personal
information or sign in to an
existing account with
Login.gov.

GA Official website of the State of California @ Translate

DPDROP

DROP status

Exit DROP

Verify you're a California resident

Check eligibility Fill out request Submit request

You can use DROP if you're a California resident

Verify you're a California resident using personal information @
or through using Login.gov @

Once verified, you'll be directed back to DROP.

@ Each time you use DROP, you must use the same method to verify you're a California
resident. Example: If you used Login.gov, then you must always use Login.gov.

Use personal information Use Login.gov

Having trouble? Contact us Exit DROP



Step 2: Create your profile

Protect your privacy

You will create a
request by entering
some of your data.

Data brokers will
compare this
information with their
records.

L]
Check eligibility

“Required fields

Create Request Submit request

Fill out your DROP profile below. The more information you provide, the more likely your personal

data will be deleted.

What will be deleted?

> | Submitting a request for someone else?

Basic Information

In addition to the required fields, you mus
request: email, phone number, or a unique

Name

First name’ Last nz

+ Add another name for the same persor

Date of Birth”

(wonn~ |[DD [ yyyy |

Zip/postal code

]

Only the initial five characters of the ZIP/postal code are use

+ Add another Zip Code

Email address

‘

We'll send you an email to make sure it's
correct.

+ Add another email address

Phone number

S| -

O Text me Call me
Welll call or text to make sure the number is correct.

+ Add another phone number

Unique identifiers

A unique identifier (ID) is assigned to a specific device or item like a smartphone, smart TV, or car.
Data brokers may use these IDs to track your habits and sell or share your data.

Mobile Advertising ID (MAID) (2)

+ Add another MAID

Connected TVID (7)

+ Add another TV ID

Vehicle Identification Number (VIN) (7)

+ Add another VIN

Check this if you're submitting this information for someone else.

All current and future data brokers who register with CalPrivacy are included in your deletion
request. If you would like specific data brokers to keep your data, you can remove them in the data
broker list.



Step 3: Submit your request

Review the data you
entered and submit

your request. Be sure
to save your DROP
ID.

You successfully submitted a request to
delete your data.

Your DROP 1D is 8FFB6BCAOA304A3FSDB708DE01166970

You can use this I3 to check your DROP status. Be sure to keep this number.

What's next?

After you submit your request,here what happens:

-

Data brokers process your deletion request within 45 days, beginning August 1, 2026.

You can check your DROP status to see if your data was deleted

You can add more information about yourself anytime. New data can take up to 90 days

Lo process

You can review the DROP website for resources.

Reminder:Each time you use DROP, you must use the same method to verify you're a
California resident. Example: If you used Login.gov, then you must always use

Login.gov.



What happens next?

Data brokers have begun processing
requests

You can check your DROP status
using your DROP ID, anytime

/~ You can edit or add more information
to your request



YOUR

CALIFORNIA
PRIVACY

RIGHTS

O m X O O r

Limit a business’s use/disclosure of your sensitive personal
information to only certain purposes allowed under the law.

Opt-out of a business’s sale and sharing (for cross-context
behavioral advertising) of your personal information.

Correct inaccurate information a business has about you.

Know the information the business has collected about you
and why they collected, disclosed, sold, or shared it.

Equal treatment by businesses: you can’t be discriminated
against for exercising your CCPA rights.

Delete personal information businesses and their service
providers or contractors have collected from you.



Let’s Stay in Touch

Join our emaill list

X = Follow our socials

= Read the CalPrivacy in Practice Blog

W Check out Privacy Tips
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