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Agenda

• Why privacy is important 
• How we fight for your privacy 
• What you can do to protect your privacy
• How to think about privacy 



Why Privacy 
Matters 
Privacy is a right. Privacy is about 
power, agency, and choice.



1. We are not alone 



2. In Statehouses and Courtrooms 

• California Privacy 
Protection Act (CCPA) 

• The DELETE Act 2023, 
which created the DROP 
system!

• CA AB 566 2025 Global 
Privacy Control/Opt Out 

• IL Biometric Information 
Privacy Act 

• New Hampshire ALPR Law 

• Carpenter v United States 
(2018) 

• Leaders of a Beautiful 
Struggle v Baltimore PD 
(2022) 

• Armendariz v City of 
Colorado Springs (2026) 

• Chatrie v United States 
(2026) 

https://www.eff.org/deeplinks/2023/08/californias-delete-act-protects-us-data-brokers
https://www.eff.org/deeplinks/2025/09/tell-governor-newsom-make-it-easier-use-your-privacy-rights
https://www.eff.org/deeplinks/2025/09/tell-governor-newsom-make-it-easier-use-your-privacy-rights
https://www.eff.org/deeplinks/2018/04/new-attack-illinois-biometric-privacy-act
https://www.eff.org/deeplinks/2018/04/new-attack-illinois-biometric-privacy-act
https://www.eff.org/deeplinks/2018/04/new-attack-illinois-biometric-privacy-act
https://www.eff.org/deeplinks/2013/05/alpr
https://www.eff.org/deeplinks/2013/05/alpr
https://www.eff.org/deeplinks/2018/06/victory-supreme-court-says-fourth-amendment-applies-cell-phone-tracking
https://www.eff.org/deeplinks/2018/06/victory-supreme-court-says-fourth-amendment-applies-cell-phone-tracking
https://www.aclu.org/cases/leaders-beautiful-struggle-v-baltimore-police-department
https://www.aclu.org/cases/leaders-beautiful-struggle-v-baltimore-police-department
https://www.aclu.org/cases/leaders-beautiful-struggle-v-baltimore-police-department
https://www.eff.org/deeplinks/2026/02/victory-tenth-circuit-finds-fourth-amendment-doesnt-support-broad-search-0
https://www.eff.org/deeplinks/2026/02/victory-tenth-circuit-finds-fourth-amendment-doesnt-support-broad-search-0
https://www.eff.org/deeplinks/2026/02/victory-tenth-circuit-finds-fourth-amendment-doesnt-support-broad-search-0
https://www.eff.org/deeplinks/2026/06/victory-supreme-court-says-constitution-protects-peoples-location-data
https://www.eff.org/deeplinks/2026/06/victory-supreme-court-says-constitution-protects-peoples-location-data


3. We have the Technology 
• The encrypted web happened within the last 16 years! 
• The fight for encrypted communication bends in our direction 

• Encryption of messaging through Signal and WhatsApp 
• Recent encryption in communication between Apple and Android 
• Discord’s encrypted calls (though not messages yet) 

• Two Factor Authentication, Virtual Private Networks (VPNs),and  
Global Privacy Controls 

https://www.eff.org/deeplinks/2021/09/https-actually-everywhere
https://ssd.eff.org/module/how-to-use-signal
https://ssd.eff.org/module/how-to-use-whatsapp
https://www.eff.org/deeplinks/2026/05/victory-end-end-encrypted-rcs-comes-apple-and-android-chats
https://www.eff.org/deeplinks/2024/09/discords-end-end-encryption-voice-and-video-step-forward-privacy-all
https://ssd.eff.org/module/how-enable-two-factor-authentication
https://ssd.eff.org/module/how-enable-two-factor-authentication
https://ssd.eff.org/module/choosing-vpn-thats-right-you
https://oag.ca.gov/privacy/ccpa/gpc


Practical Privacy Tips 

• Privacy Badger
• Disabling mobile advertising ID tracking 

• For Android it is Settings > Privacy & Security  > Privacy Controls > Ads > 
“Delete Advertising ID” 

• For Apple it is Settings > Privacy & Security > Tracking > Switch off “Allow 
Apps to Request to Track” 

• Use the DROP system 
• Two EFF Resources:

• Blog with 22 Tips to Protect Your Privacy and Security 
• Surveillance Self-Defense Guide 

https://privacybadger.org/#What-is-Privacy-Badger
https://privacybadger.org/#What-is-Privacy-Badger
https://www.eff.org/deeplinks/2022/05/how-disable-ad-id-tracking-ios-and-android-and-why-you-should-do-it-now
https://www.eff.org/deeplinks/2022/05/how-disable-ad-id-tracking-ios-and-android-and-why-you-should-do-it-now
https://privacy.ca.gov/drop/
https://www.eff.org/deeplinks/2025/09/opt-out-october-daily-tips-protect-your-privacy-and-security#tip5
https://ssd.eff.org/
https://ssd.eff.org/
https://ssd.eff.org/
https://ssd.eff.org/


EFF’s Surveillance Self Defense Guides
Basics Tool Guides Security Scenarios

https://ssd.eff.org/
https://ssd.eff.org/module-categories/basics
https://ssd.eff.org/module-categories/tool-guides
https://ssd.eff.org/module-categories/security-scenarios


Privacy is a Process 

• We fight, act, and negotiate with privacy on our own terms 
everyday. Everyone’s risk factors look different. Everyone’s risk 
tolerances look different. 

• Privacy is a community good. The more privacy everyone has, the 
better off we all are. 

• Time heals most wounds. The reason companies want our data all 
the time is because your data does get stale. If we pass laws 
today, it means the companies’ old data gets less relevant and 
your privacy increases 
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